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WHY SMALL BUSINESSES
NEED TO STRESS THE
CONSEQUENCES OF DATA
LOSS

shake or overcome. Revenue is lost if employee
productivity and customer accessibility/service
are stalled by data loss. The expenses associated
with internal research and investigation, system
repair and maintenance, and data security protection are another heavy price SMBs must pay. If
cybercrime is involved, affected customers must
be notified, the potential exists for litigation, and
many customers will likely never return due to
mistrust.

DECREASING BUSINESS COSTS AND RISKS OF
COSTLY DATA LOSS

While corporate-level data losses are well publicized, many SMBs mistakenly believe their data
isn’t at risk. At Technagy we have seen just how
costly this mistake can prove to be for small businesses.

We live in a 24/7 global economy that is more dependent than ever on technology. Even the technology of small and medium sized businesses
(SMBs) houses sensitive digital data - employee
and customer information, internal emails, documents and financial records, sales orders and
transaction histories. Not to mention applications
and programs critical to daily business function
and services.

WHY C-SUITE MANAGEMENT AT SMBS CAN
NO LONGER IGNORE DATA LOSS
At Technagy we ask our clients some simple questions. How quickly can your business be restored if
critical data is lost? When was the last time backup processes were tested to ensure all data is recoverable and business operations are quickly restored?

Employees at SMBs require continuous access to
the critical business data needed to meet the demands of the customers or clients they service.
We also understand, at Technagy, that these people want access while they’re at home or on the go
running errands.

MANAGEMENT IS ON NOTICE

To satisfy this demand, many companies and organizations now allow employees to BYOD (BringYour-Own-Device) and “do business” using their
personal laptops, tablets and mobile phones. The
web, Wi-Fi networks and mobile devices with robust memory and battery life have made this constant access to a SMBs back office infrastructure
a reality. Regrettably this flexibility and freedom
is accompanied by an ominous risk of data loss.
Just a single data loss or breach can be costly to
SMBs. Data losses and leaks come with lingering
continuous costs that many SMBs cannot easily
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Businesses today are playing on a much bigger
playing field than they were two decades ago. Any
SMB that trusts the security and backup of critical
business data with a limited and over-burdened
in-house IT team, or forsakes internal IT support
altogether for emergency on-call help when things
go bad (Break/Fix Mentality), is playing with fire
and begging to be burned.
Any disruptive or invasive technological event even the smallest of incidents - can have an amplified impact on day-to-day business and profitabil-
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ity. Being proactive with data recovery solutions,
and having emergency response procedures in
place prior to a disruption or data disaster, is the
only way to get critical data restored immediately to the data center, minimize downtime, protect
customer and client data and soften the impact of
such events. If you recognize your SMB isn’t handling technology the best way possible, don’t fret.
Our team at Technagy is here to help you learn
how to handle the use of technology efficiently and
cost effectively. We call this Empowering Freedom
for our clients.

must be more stringent when it comes to managing risky negligent employee behaviors in this era
of mobility and accessibility. Employee negligence
puts a company or organization’s critical business
data at risk of being stolen by cybercriminals or
malicious employees. Examples of this negligent
behavior that we have seen at Technagy include:
•

Leaving computer systems unattended

•

Weak passwords (“password” or “12345”) or
passwords that aren’t frequently changed

DATA SECURITY THREATS EVERY SMB MUST
BE AWARE OF

•

Opening email attachments or clicking hyperlinks embedded with spam

Human error, by way of unintentional data deletion, modification, and overwrites, has become
much more prevalent in recent years. Much of this
is the result of carelessly managed virtualization
technology. Virtualization and cloud computing
have enabled improved business continuity by
allowing entire servers – including all data, operating systems, applications, and patches to be
grouped into one software bundle or virtual server
and subsequently backed up. The catch is humans
must still instruct this technology how to perform,
which is why so much of the data loss is linked to
human error.

•

Visiting restricted websites

EMPLOYEE MOBILITY & DATA EXPOSURE
In the modern-day BYOD workplace, more people
are doing daily business on their personal laptops,
iPads and Smartphones. They are also carrying
around portable media like thumb drives, USB
sticks and CDs.
These devices are not always backed up or secured by IT administrators. There is not only the
potential for these devices to be lost or stolen but
there is also a very high probability that employees using them are also accessing personal email,
downloading music, browsing the web, playing
games and hanging out on Facebook. This makes
sensitive data susceptible to malware, viruses and
hackers. All of this substantially ups the likelihood
of data loss incidents.

The complexity of these systems often presents a
learning curve that involves quite a bit of trial by
error.
For example, a support engineer can accidentally
overwrite his backup when he forgets to power off
his replication software prior to formatting volumes on the primary site.

TECHNAGY’S FOUR WAYS SMBS CAN
MINIMIZE DATA LOSS

While most CIOs at SMBs are generally accepting
and understanding that mistakes happen, they
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Enforce Data Security - This is more or less the

2

WWW.TECHNAGY.COM

managing of the “human factor.” CIOs and those in
SMB management roles must communicate data
protection policies to staff and ensure their implementation. Rules must be set, particularly with
personal devices, to enforce security policies. It
can be as simple as sending reminders to not open
email attachments from unknown sources, requiring passwords be reset every few months, or the
banning of specific file sharing or social networking sites. If you need help outlining these policies,
talk to our team at Technagy.

stolen devices can be located and either locked or
stripped of all SMB-related data.
Snapshots – Fully backing up large amounts
of data can be a lengthy process. The data being
backed up is also vulnerable to file corruption
from read errors. This means sizable chunks of
data may not be stored in the backup and be unavailable in the event of a full restore. This can be
avoided by backing up critical data as snapshots,
which are read-only copies of data frozen to a specific point in time and stored using minimal disk
space. These virtual snapshots are immediately
available for restores in the event of data loss. Talk
to our team at Technagy about implementing this
feature for your small business.

In May of 2012, security concerns led to over
400,000 IBM employees being banned from using
the cloud storage service Dropbox and Siri – the
iPhone personal assistant. While far from an SMB,
if IBM can go that far and make such a demand to
so many employees, a insurance agent can certainly remind his or her marketing representative
to not play Farmville on Facebook if they’re using a laptop containing company and customer/
client data. Again, feel free to consult our team at
Technagy for help outlining these policies.

Cloud Replication and Disaster Recovery Services – The cloud provides SMBs who consider
data backup to be too costly, time consuming and
complex with a cost-effective, automated off-site
data replication process that provides continuous
availability to business-critical data and applications. Cloud replication can often get systems back
online in under an hour following a data loss.

Stress the consequences – both personal and
business – of not properly protecting confidential
data. Encourage employees to make passwords
difficult to crack. Patch holes in the infrastructure’s walls by identifying the most critical data. A
trusted IT advisor from Technagy can help implement processes to better protect that data’s security perimeters.

Feel free to reach out to our team today to learn
more about how Technagy can help you manage
your IT services as a small business.

Mobile Device Management – Mobile Device
Management grants SMBs a semblance of control
over the mobile devices used within the company.
Devices tapping into company systems are identified and remotely monitored and managed 24/7.
More importantly, they are proactively secured
via specified password policies, encryption settings, and automated compliance actions. Lost or
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FOR ADDITIONAL INFORMATION PLEASE
CONTACT US
www.technagy.com
General: 1.855.835.6249 | Support: 972.552.7241
hello@technagy.com
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